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Card Not Present (CNP) transactions

Provided you have received writien agreement from Cardnel you
may accepl a telephone or mail order from a cardholder who
wishes to pay using a Visa, MaslerCard, Maestro or Solo card,

You must not accepl infernationally issued Maestro cards for CNP
fransactions. Visa Electron cards can be accepted for CNP, as long
as Iransactions are always auihorised.

When accepling a CNP order, please loke exira care 1o ensure you
have permission fo debil the card account and it is the genuine
cardholder who placed the order as Yyou are responsible for any
Iransaclions where the card and the cardholder are nol presen.

The following examples are all acceptable as CNP orders.

Mail orders - written authority from the cardholder, bearing the
cardholder’s signature in any form including:

* completed order forms
= facsimile lIransmissions.

If you conduct CNP transactions by mail, the cardholder’s
signature must appear on your order form, You mus! also keep
the instruction for 18 months in case Ihe fransaction is dispuled
al a laler dale,

Telephone orders - authority from the cardholder by telephone.

When laking an order by telephone always record in writing

all details of the transadlion dlong with time and date of the
conversation as you may be asked 1o produce this or the
cardholder’s authority for a CNP sale if the transaction is disputed
al a later date,

For all orders received by mail, lelephone or fax, goods mus| be
delivered and it is advisable to keep documentary evidence of {he
delivery address for 18 months,

Ifyou are unable lo deliver the goods immediately, your
authorisation is only valid for seven calendar days.

All mail/telephone order transaction records musl be
kept securely. Full details about how to slore cardholder
informalion can be found in Section 7, Security.
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Other important fraud considerations

Remember - an authorisation code only indicates 1he availability
of a cardholder’s credii and thai the card has not been blocked at
the fime of the transaction. It does not guarantee that lhe person

using the card is the rightiul cardholder.

Do nol, under any circumstances, process fransactions for any
business other than your own. Some fraudsters offer commission
lo process Iransactions while they are awailing their own credit
card facilities or where they have not been successful in obtaining
Iheir own. If you process transactions on behalf of any other
business/person you will be liable for any chargebacks and
could put your own Cardnet facility at risk.

Fraud prevention
Transaction laundering

if you are approached with a proposal lo buy card transactions,
you musl contact us immediafely on 01268 567100, Thisis a
form of money laundering and is contrary to the terms of your
Retailer Agreement.

Phishing emails

If you receive an email from somebody claiming 1o be a bank
or an official business asking for fransaction details of all cards
recently accepted for payment, you must report this 1o Cardnet
straight away on 01268 567100, This is a fraud taclic to obiain
card delails. A bank or any other official business would never
make confact in this way fo request card information.

Fraud prevention programmes

Some businesses are more prone to fraud than others and you
may be unfortungle enough 1o suffer q fraud attack, parficularly if
you offer goods that are attractive to Traudsters and can be easily,
but illegally, resold.

It is your responsibility o protect your business from financial loss,
it is also imperative that you and any staff that you employ follow
the contents of this manual carefully at all times,

If you are concerned that You may be vulnerable to fraud aftack,
perhaps because of your business location or local intelligence,
please confact the Cardnet Helpline and ask to speak 1o our
fFraud Depariment who will be happy 1o help with guidance on
best practice.

this manual is no guarantes that you will avoid incurring
financial loss if you suffer g fraudulent transaction. You will
remain ultimately responsible for any financial loss you
incur as a result of any fraudulent fransaction.

( Please remember following the procedures contained in W

Further information on fraud prevention can also be
found at www.cardwatch.org.uk as well gs literature
for staff awareness.

~

_
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Collecting cardholder information for CNP transactions

When a cardholder is not present for the sale, you must obiain
the following information in order lo verify their identity and help
validate the fransaction:

¢ card number

* card expiry dale

* card issue number, if presen on the card

* cardholder name and initials qs shown on the card

* the Card Security Code (CSC) (the three digit number on the
signature sirip on the back of the card, or on Americgn Express
cards Ihe four-digit number on the fronl of the card)

* the address known to the cardholder’s bank (for example
whete their card siatements are sent to)

¢ contact felephone number (It is higher risk to accep! a mobile
telephone number),

This information will enable you fo carry out the usual sialus check
so that you can confirm whether the cardholder has sufficien
funds 1o pay you. It also allows you to find out whether or not the
card has been reported lost or stolen.

You will be asked 1o produce this information, except for the CsC,
if the transaction js disputed al a later dale.

Important

Under no circumstances can goods paid by mail or
lelephone be handed over the counter 1o, or collected by,
the cardholder. See Section 7, Securily, How 1o guard
against fraud.

Il a cardholder wishes 1o collect the goods, then 1hey musi
atlend your premises in person and produce their card.
Any Sales Voucher already preparad myst be destroyed
and an over the counter fransaction processed. if you have
already completed @ CNp order you musi either cancel the

please let the cardholder know that the original Iransaction,
a refund and the over the counter transaction will all appear
on their card statement,

if authorisation was obtained for the original fransaction,
Or your terminal indicates that manual authorisation is
required, you must telephone the Authorisation Centre.

The Address Verification Service {Avs)
and Card Security Code (CS()

Since the introduction of chip and PIN fraudslers have increased
their aclivity in Card Nol Presen! Iransactions.

As you are responsible for any transactions where the card
and the cardholder are not present, as well as collecting the
Card Security Code {CSC), we recommend You complete these
fransactions using the Address Verification Service.
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How to guard against fraud

Over the counter transactions

Please make sure that all staff accepling payment by card
on your behalf have read and understood the following guidelines
which aim fo reduce the possibility of fraud.

These suggestions could help you to prevent fraudulent
transactions that could result in a chargeback to you.

*

Upgrade your equipment 1o be chip and PIN-capable.

Be exira vigilant if you are presented with a card that does
not carry a chip as these are less secure and more likely 1o be
used to perpefrate fraud.

Ask yourself does the cardholder appear nervous/
agitated/hurried?

Is the cardholder making indiscriminate purchases?

The cardholder makes an order substantially greater than your
usual sale, for example, your average transaction is £40,
but this transaction is for £400.

The cardholder insisis upon taking the goods immediately, for
example, they are not interested in free delivery, alleration or
if the goods are difficult 10 carry.

The cardholder takes an unusual amouni of time fo sign Ihe
voucher and refers to the signature on the back of the card.

The cardholder 1akes 1he card from a pocket inslead of
awallet.

The cardhoider repeatedly relurns 1o make additional orders in
a shon period of time causing an unusual/sudden increase in
the number and average sales fransactions value over a one
to three-day period.

The sale is at an unusual time of day for your business.

The cardholder fells you that he/she has been having problems
wilh his/her card for Payrmen! where multiple fransaciions

are subsequently declined bui eventually an authorisation is
obtained for a lower amount. (Mos! genuine cardholders know
how much available credit they have )

A fraudster may present more than one card, ofien to find a
card that will be successlully authorised. If this happens, lake
parficular care and also look out for cards presenied, issued
by the same bank, where the card numbers are sequenlial
or very similar. When in doubt, make a "Code 10" call 1o the
Authorisation Centre.

Mos! floor limits are now zero. However, if you have an
electronic terminal with q floor fimit and you wish fo reduce
exposure to fraud, you may reques! a reduction fo your
lerminal floor limit. Not only will this reduce fraud buf it may
also reduce chargebacks due 1o invalid cards. Please contac
your lerminal supplier o arrange this reduction.

You should be on guard when chip and PIN cards are
presented and lhe PIN is blocked or the incorrect PN is
entered. You should check that this is the genvine cardholder
because you are af risk if You accept a signafure in these
circumslances.

Remember: If the appearance of the card being presented
or the behaviour of the person presenling the card raises
suspicion, you mus! call the Authorisation Cenire on

01268 822 822 and slale “This is g Code 10 call” and follow
the operator’s instructions,
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There are a number of extrg checks you can make
to help make sure you are dealing with a genuine
cardholder including:

¢ Use Verified by Viso and MasterCard SecureCode for
E-commerce transactions. See Section 4, Accepting
fransactions.

* For business cardholders not known 1o you, check their defails
in your local business directory or Inlernet search engine.

* Private cardholders’ addresses nol known to you can be
checked againsi the Electorgl Regisier, lelephone directory,
from a BT CD-ROM phone disk or Internet map searches.

* Obtain a telephone number for the cardholder’s address
through 118 Directory Enquiry Service, if possible, and felephone
the cardholder back on that number fo confirm the order
[Nol necessarily straightaway.)

¢ Be aware if the cardholder s suggesling unusual
arrangements such as going back for anolher card number if
the one given is refused.

* Check your records to see if you have had a number of
fransactions over g shonr period of fime from q company or
individual with whom you have nof had any previous dealings.

* Also check 1o see if there are any unusual feafures or
consecutive sequences in the card numbers given over g
period. (Usually fraudsters will offer card numbers 1hql are the
same except for the last four digits. This could mean that a
batch of cards has been stolen.)

° Be especially wary if the delivery or cardholders address given
is overseas and producis purchased are readily available jn
that locality.

Also be particularly wary of:
* demands for next day delivery
* alleralions of delivery address of shor nolice

* phone calls on the day of delivery asking what time ihe goods
are due to be delivered

* mulli-tiered addresses for example, unils, flals.
Danger signals

If any of he following happen, we recommend you make extra
checks. This list does not cover every eventuality — some fraudsters
spend d long time building up credibility and then reques! an
extremely large order that is ‘oo good to be true’,

* Is the sale almosf too easy? Is the caller disinterested in the
prices/precise delails of the goods, particularly if it is a new
customer? Is the stock ordered of high value or easily resold
merchandise?

* Isthe sale excessive in cemparison with your usug| orders?
Is he cardholder ordering lots of different ilems? Does the
spending pattern fil Your average customer?

* Is the cusiomer giving you a third party’s card number, claiming
o be acling on behalf of a “client?

* Does the caller maich the card? Do nof accepl orders from
Someane quoling someone else’s card defails for example,
woman using husband’s card or g business using q personal
card. It may well be g genuine call, but it pays io check.
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Never split an order to avoid authorisalion, or al the
suggestion of the cardholder - for instance, if they offer two
card numbers lo cover one order.

Is the caller suggesling any unusual arrangements? For
example, "if the card number I've given you doesn’l have

sufficient funds let me know and I'll give you another number”

Is the caller being prompled by a third party whilst on the
telephone?

Does the caller seem 1o have a problem remembering their
home address or felephone number or do they sound as if
they are referring to their notes?

Does the cardholder seem to lack knowledge of
1heir account?

Is the card-issuing bank/building society based overseas?

Please remember you remain ulimately responsible
should a fransaction be confirmed as invalid or
fraudulent, even if the AvS and CSC data malches and an
authorisation code is given

Delivery warning signals

Here are some danger signs 1o look out for when arranging
delivery of goads.

Goods should not be released 1o third parties such as
‘friends’ of Ihe cardholder, taxi drivers, chauffeurs, couriers or
messengers. (However, Ihird party delivery of relatively low
value goods such as flowers s appropriate.)

Insist thal goods may only be delivered lo ihe cardholder’s

permanent address. If you agree 1o send goods fo a differen
address, take exira care and always keep a written record of
Ihe delivery address with your copy of the transaclion details.

Don't send goods to hotels or ofher lemporary
accommodation. Only send goods by registered pos|
or a repulable courier and insist on q signed and dated
delivery nofe.

Be wary of sending goods abroad that may be readily
available in the buyer's local marke!

Couriers should be instructed:

To make sure the goods are delivered 1o the specified address
and not given to someone who just happens fo be wailing
oufside’.

To return with Ihe goods if they are unable 1o effect delivery to
ihe agreed person/address.

Not to deliver to an address which is obviously vacani.

To obtain signed proof of delivery, preferably the
cardholder’s signature.
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Counterfeit cards

Chip and PIN cards have reduced this type of fraud as most

cases of counterfeit fraud involye 'skimming’ or “cloning’. This is
where the genuine data in the magnetic siripe on one card is
electronically copied onio another card without the legitimate
cardholder’s knowledge. This type of fraud can be identified by
checking that the card number printed on the voucher is the same
as that embossed on the front of the card. If these numbers differ,
call the Authorisation Centre immediately on 01268 822 §22
sfating “This is a Code 10 authorisalion”

To help avoid receiving chargebacks as a resufi of counterfeit
fraud and dispuled key enlered Iransactions, follow the *Failed
Card Swipe’ Procedure, see Section 9, Exceplions.

Card Not Present {CNP) fraud

Card Nof Present fraud occurs when fraudulently obiained card
details are used fo order goods by telephone, mail order or
electronically such as over the Internet.

It the goods that you sell can be easily resold such as computers,
TV and hi-li equipment, you may be especially vulnerable 1o
being targeted by fraudsiers using fraudulent or slolen cards.
You should be particularly suspicious of unusually high value or
bulk purchase transactions from new customers.

The Card Security Code (CSC) and Address Verification Service
(AVS) will help you decide whether 1o progress with a transaclion.
See Section 4, Accepting transactions, Card Not Present
fransactions. (Please do nol use the Code 10 authorisation facility
1o underfake address checks.)

Important

the cardholder.

if a cardholder wishes 1o colle

and an over the counter frans

a refund and the over the cou
on their card statement.

Under no circumstances can goods purchased by mail or
lelephone be handed over the counter fo, or collecled by,

¢l the goods, then they must

attend your premises in person and produce their card,
Any Sales Voucher already prepared must be desiroyed

aclion processed. If you have

already completed a CNP order You must either cancel the
transaction or perform q refund if you perform refund,
please let the cardholder know that the original fransaction,

nter transaction will all appear




